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.
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o VB 7>80000 | 5000<7<80000 | 300<7<5000 | 2<300
}M(kX)A " A X=200 20<X<200 5<X<20 X<5
#AL TN §
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A X=300 100<<X<300 10<<X<100 X<10
HERE X
FRMHEL g B
X ) A TG 72120000 8000=<7<120000 100<<7<8000 7<100
EAisl | MLAR
P X=300 100<<X<300 10<<X<100 X<10
47 bk ® A

N R AR R LR 1. AR, AR N AL P R B R BT e AR R TR, B U TR
— R4 SRS R R 2T B de AE ey — BT

2. MERFEATVATEU (BREFATI 2K (GB/TA4754-2017) K., HxHI TN AT
HAekA, 4, ThaFEXFT A, #E, Bh, fh, REEKEFSGE R, R#EZ
il EFEE sy, KEzfml, iy, FHoHl, 2AFESHTHREL, X
HigE, TaFgErnl; oL aFEAomn, KREeE, gR&ets, 49, BEF
REGet, PAMeEt el G RERLEERE. S HEAM T EAHRS, &
Bk Fu e AR % ERZIAAT L BEMFHARFBEARS L, AF|. FEf LR HEEE
v, BERRSE. BEMELMRS L, 22T, X, REFRRRL, UREH~FNRE,
HEH =%, TaFEHBHTEE G,

3. XIS ERURATRITHE . (1D A AR, BHRIRMLA RE, EHHEM

WA Fgken, RAAFFHARERE. (20 BldeN, Tk, #HL, RFEU LA FE
Ew. RFULEEABRELULEMREEE L HFRANEFHTLE, XAZE LSRN,

PRV TR EFE 4 XA B w1 EHARE; RIUTER AR LAV XFE W FHNK
By KM K BV RAEYRRANRE; RARREEE N HFEANTLE, XAE
W AR, (3 FFERB, KAFFEITRE,
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1, 77 KB K%

R T Kt B

B LE AT

ARG

o i B OR

[E] 7= o B2

W& AN

w&EEE<IU,

BEORE

1/ console @, =2/3.0USBHE, =1/MTH, =8AFkwo,
=8 ATk AT, Z2A4FkKO,

BHEE

BR\ R AL, W] AUANEE B SSD AR 4 (L HEFEL E 500G/1T/2T SSD A8 44)

BRI E

RN E # R, Ty R AR,

MEBEE K

& A&t B =166bps, IPSec &P & =5. 5Gbps, IPS &r & =56bps, AV
Bk =4, 2Gbps, mAH K EFEH =250 7, BUOFREER =137,
IPSec [%3# 40 =6000, & A ¥ =4000 /> SSL VPN A F %k, &%k ZHE 8
A~ SSL VPN 3 % #& A,

HEBEK

A RIUEREEH, REARKFEATERELT, “"RFLETBINE
R,

B 7 _E

THEHAKE., FwB g, RIP. OSPF. BGP. ISIS & % & #hil.

XFFRGEHEEUR ISP B NESEEHB H K.

NAT

B R BT 7 &b 3 # NATv6., NAT444. NAT64. DS-Lite. Full-Cone-NAT
S W R A A, FE ] 4f SNAT\DNAT 34T 4 o -4, %5 Bh A PR B K #A
4 HE NAT #L0

*X B NAT ¥ BB A, RBEZEAAW IP iR D F 64512 MM o
WRFREEAME, (EXERHERATRE)

1PV6

X # IPv6 TriEE . IPVE F M4 A . IPV6 B &1l

%+ NAT66, NAT64 [i%#

sous g

XFEETER/ MR EZHTRELEAFZ RS, LFURRBEE,
R o R LR T

*XFEFIERRE M, REREF ERHLHREHAN, WA
FPERE, ERHMEZENRERZSKE. (EXREFEREN
E2 )

VPN

B R BT ¥ 75 & % # IPSec VPN\SSL VPN\L2TP VPN 2 VPN # A, H SSL VPN
EL % USB-KEY A B9 8k

XFEXEKSSLVPN A P g R A AT m 2ok E, EVEAEXHE
B, BTHE, RERS ., BARSE. GRKBREFFE,

H B

*HREEHHEANREYE, FIRFEREHEHRBERZ=LUL,
SAE E RT L R R R O D) R E (4KV) W
RHE, HREERLSEEN R F WA E

RN

XELNRGHMHE, AT AW ARG LAERE BHITF, X&HEF
DT ABMEXHHE, HAXFEER. (ERFEHLFEAEED

*X FEUL 7 SaaS EEF AR REEE. BREULBEARNK
HEZLERS, EREBERLFH APP s 4 Lo WP K EFREHRA,
MERE. RMFEER, AHRAREE, ARFEFEHREMEIHE
BN, (REREFZF)
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FE R SA R X AT EE CLT (SSH. TELNET. CONSOLE % /7 %) #4A®WE,
PLA R AT AR E R B R, HCLI MELALFF U,
FHERBACLIBEED, Bh., £4K8EFheidik, (EREMIEHA
B ED

B K3 7= 5 % S # O\ Gartner 7 KIEE A ZIR, #REGEHAM A

N 40 % 5 = 7 MU Forrester A M &3 A LB LG RE, REL
A

BENZHBAH (HHAGEREASGZ2TAF®HEFTIE) Tk
BER .

A R ERBE AT ERAL TR AN(FEEREEEA D
INEIEHR Y (FRIEERE)
EAT— R kIR D CVE FAMIES (FIPS = &) .
HEE&TPEMERAFEFEEASINEFOME S IT 7~ & 15 B2 4N IEE
5 EAL4 358 B .

2. \BF#

BEAER BASEER

on R B 3K E =g, BERkGWHKIEE— &,

W& K/ W& & E<1U,

bR USB # 0 =2 4N, RJ45 0 =1 B & =4 ATk B (B4 4 bypass
BEo), Z10MgE0y BE,

AT E B K/ =1T,

R & R,

W T 4 & A& vk 8 =5Gbps, [PS A& "L & =3.8Gbps, AV &A% 8 =>1. 2Gbps, ®
KA REFEH =200, S FREZEH=5.97.
X FAT A HTTP. SMTP. IMAP. POP3. VOIP. NETBIOS 2£ 20 4 ¥4 fn iz
JIHIX HA M. S HTTP Get. Head. Put. Post & % # il 7 =M &,
XFEEENNE G HEAEAE: T K4 TCP. UDP. SMB. HTTP % W % E#y %
MEHRE B EEE. 2ERE TCP/IP M F B W EAE 3t AT A%

Nz B BEM RS . XFEZECRNNF, @F: W AELHE matching
offset) . H*tKJE (matching depth) . H AT ¥ & (matching distance) .
toxt 3% Bl (within) o X HFE TR EE @ (stream-based) AT A
KR DT 12000 £ HREW K TR, RAEEXFFE LR E.
(ERREEHARE)
FFHX ftp. telnet. smtp. pop3. imap 5 0 AT #ATHAM, T

0 A 7 47 ftp. telnet. smtp. pop3. msrpc. sunrpc & /7B AT AW (ERKE
B B A D

Bk 2 197 10 * XL E N TR OERTH S . (EREHEHARE)
TEER XA RELBERLAE,. HWZAR, AP, %, LA,
NAZ 7 37 Ao RO 2 W v B 3 4

TR XERGaPRA TR, ETEEREY RS,

XFEMEXAE R X LR F . ZeRBANIRFAF . b
.
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SR 4 SR B TR R R AR AR

XAHEREZHBEMERER 2 LRES, NEERHMEHIAEE L,

* 72 5 SO X ¥4 Th 88 CLI (SSH. TELNET. CONSOLE £ 4 R) #4BE,
PAA B REFATH AR ERMEERR, HCLI REXNAIRKE T XEA
(ERREEHRE)

*RGEFHAPP BB BER S, REAEZCE: XL, REEE,
EERGR. R EX. ®E%F. XRBIARELAHA, TEIFAH APP
ERBRCE R AR WL . REFAHAPP R E R rEiE
AR ED

SR &3

REFEELS LA, BHRLZLNOME. Z2REFE. RPRE. W
BREQN. REEBTRILTE L ERE

B HRENEZE D A4 CVE-ID, JRFE# R E Bk 7 £,

XFHSTH. #%, OSReMERER. XFAMEISELERFXE
o

WE X £ MM EALRA, Z#FPDF. word, HIML &R, —4# & Rk,
XHEERXMfF. FENREKERXAL, REREW T

XERE AR B RE. AHERKEE, DEFABXErRxLeEE

Mo

XEBRIMELE. NAT HE., 2FHLE. IRL BEAEHE,

FTHE. HWIP b ID W EH XG4 238,

e 53t

XFLHHBRMEE, EERET4. TEEE. M. #i, BEHX
Aok RN FE R XFET P /IP & & MR B LB A BT 18 .
XFR PR E. URL F A5t o 4r. XMW S EE ST RE,
AEMRARE . KA FE. TRARAS. FERRE LT
fEe XA CPU, WhE. BE. NEFRESEE,

=i R K

= AR N ZHBMAHN T ENERE AR L LT 7 B #HEF L)
(k) .

Fra = de A # E NS 22w EHARGINEF QML (IT 7~ &5 8%
AWEEH) Tk .

FrixmmBAlgdPENELZ2FERAGINEFOMEWN IT ~RE EL
A \EIEH—EALA BERE (T k) .

k] B & 42 £ F )\ ik Gartner IDPS & /7 %R = Gartner IDPS T 371§
o
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1. BIZRFITHIRE, TRATRERAXEANEI AL, F
WIS mEF TR HEg. REEKEFTEERE, FIHERF
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KB, REAFXWVEBEEFHE, TRLXEREF mil St

2. FRfE U MERKE, HE=166, 1T B, Theo=61, #&
Ro XFHFIT=50MHXR, FHLERA (FH HIEATREAN EPS) :
= 1500EPS.

*3. X ¥ Syslog. SNMP Trap. Netflow. TCP. UDP. HTTP. HX. %3
B (ODBC/JDBC) . WMI. FTP. SFTP. HDFS. Local. Webservice. 4
(SSH = Telnet) M BEdkE. (FAREFSHEREEH)

XREANRE (Agent) AR RBMASHUE, XHFEWNETROMEZ
2RE, RERE, BaRsE. #ERAR. RARSS.

4, XFENBREINELDISHTESN R HEH, ROHEE, XFE
W& HATHERF DT

*5, XEFHAPBRZES (WERFTEHES. XTHPREZHAL.
AT REAWEFHAL, XTE IP WEZHL. BXZ5#4. BFE
o) . KERMEMH. TOPLI0 KHEH. web HELAH (FNIEX
MNURIF. ENERBEERRLA. EREEEHEK. EHLAWS
M&B. FHEE., ERFE, RAD, ¥K URL) WEFRFi, X# SOX.
1S027001, PCI 3 KANTHFIt. (FRE~ &R EEH)

6. XFBRNMRD ., KEERE ., BITER. NRIELHF, HAHKE
BEHNRGHNE, TFEFIRE.

T. XFEHEH, b, RERE, HERA, HEARE. BRWE. &
M, B EvHAE, FOEAA . A EEE . HE T FESRATLIREW
XFRAERART M AEHRATEREL IRE. XFATEZLZNE
HEHHTL TN,

8, TUER BS RARRZSEBERNFAA HIRTEXRR. F
HEAXF 4 EEZBAH#THAAFEATUERAST. 15T, BHE
B, &4, Ta4. REFE. ip KE. AT, ATEFT. AT AT
ET . ENKBRBTEAEWER. TUEA —RLIEHXTREEH,
REFZH#THIER. (ARG R R EEHR)

9., XFNAXENKEXATE LA, B0 EMETEX, HTEMF
WG ER, THEREATEE.

10, XFRIIXEAH TAME, EMLARK, RERF, RI2BHE
o, BARENKREE 2B T 4.

11, RE=MFLWRENFERATR, Ko 8, STREREAFHTLA
ERX, AGEREREEAR, XFE T TE AN~ &R

12, XX B &R RWETRASHAT RS, R EE R T 0% A
BEREI, WX RGAMKW, TRT CPU. WH. BH. P48 ER
&It

13, XFET Web WWmBEEE, FTLUAMH IP ATk, UHE, B
AT X TERFGRE., ERER, RETRNFELEHTH

14, 7= o B8 Bt 2 1 AUR DAL 4 A 8 B 1 ¥ .

15, B BEAH (GERGXMTBAERES (—%5E) ) iEH
B EA CMI5 Ik H
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| B BA (B TANARS XHER (XA )

4, REEFIT

%

BASHERER

B AL A
B RE

AORFAEA R 0B T2 RERS, BANREERE.
BEERS, RPLTANREEEE RS

e

FRENLE R 2U AR, WF=8GB, M =1TB, AT kB o X6, T E
FRBFKHB,

K SSD. HDD £ R fF M, Rt #8EL S, FABR. Z2FH,
B A E RE ) MR T 15000 &3F 4 /%, HIELF#AKT 8124

TEH &
R

WL O 4R R (SPAN) BF e (TAP) X FHHE, TEFXENL. LF
R L2, AREEFTTH, ARHER. TFRFBKTEE.
AFREBRFE. THHLF.

S 3t B AL IR R A N AL = SR DL E LS # AL EY VEPA R #H Z (vmware. kvm,

openstack) .

xR ERKEELE agent BRI, ERATENTRELEELT
ETHEEEFIT, XHET Agent AR EHTHLR, WA EEER D, IP
A E WA, TUHATEX, RO W& 7&K, Agent B4TH CPU & KT 3%,
WA F/ANT 100M, BFXH/NTF M. (REREFMmEAE)

AR AR AKEF A, TURME SN THEHIIRTEE =F & #HAT
MHEES, ERBE. MEX. ucloud =. BRI EFRERAEINE Fi+ 24,
EIEFEFHREERJEMEATARELZ L F U XF Docker I R%E HF F
it %4, S Docker IMIE T4 IE B % A F T,

*XREEEFTEFEEYE, TREEFHAFHRAORES, AERA
#, TR TREZLEERMIALTIR. TEBTERGFRENESL. (R
BREFMEAE)

B PO T R A A TR, LI AIEINE TR A S B B R R A
Foy &, AR ELE 90%.
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=TS
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=t

X EAE g = R AR &, 4. SQL Server MySQL . Oracle.Sybase .DB2. Informix.
PostgreSQL. MariaDB W%« 4 #Fit, (HEEFMEAZE)

*FXRHAKIEFE T ASIEE: Hwi. ES. MongoDB. Impala. Spark. Hbase .
Solr YA X REST API #0 #it, JDBC API oA ZA¥iH. (RHEHREHF
Jm 3 AE)

X R EFFAEEE, . DM (EF) | Kingbase (AKX&A) . BAKIEE.
LibrA. GaussDB. GBase. Oscar (FFAEF) WAL Hit, (BEHEBEFMmE
NEE)

HHJE % RAYHEE Cach 6 9 4TH it

SCFF A FBOE B HANA, Redis, T#EZB#4E & 1P21 SRR N 7 & T 09 54E
B2 e H

TEFRIV S NEEFT, o Samba . NFS. Portal. Http. pop3. ssh.
SMTP. Telnet. FTP #h il & if,
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B i £ 1Pv4/1Pv6 W 2 IR B & 89 F 1T,

*2EXERERXRAKIEE Caché WE K T E Terminal. Portal. Studio.
Sqlmanager MedTrak T By #it, H F Portal g8 & it 2| Sql &4 . & # Global
FREERE, Sqlmanager X FMIE SQL ID BB E X Fit, Terminal RE®H it
3| SQL EA AR EER, GFXRAMFI, ET C/S W MedTrak T A F i3
BERTWEAERELER, (REREHFnZAE)

S FF Hadoop 2844 T HYZHE € /F Hive B H it, . #EH it 2| Hive HSQL €12 %K
TR, #x, Mikk, BBREN. 2/ MRAE. mERERAmE A,
BEHEREANE Hive X, BANEWEREE. REREIFPHELE)

¥ ¥ Hadoop A4 T84 A% 1E F Hbase #if, . &E#F1it%| JDBC. Java API
SHEOWAREE. (REREFMEAZE)

XEF AR RBAEE solr BYH T, W REHITE| solr WEH. WAFTAH
BUEELE. (RHBEHWENF)

X FFAESL B BB JE P21 By F3t, I 9f 2| WEB 4R F 484 R APT A v 484, JF
A FHEEENET,

XFHEEHEER, BH (sun RKEHF) . BEER, WAFFIT.

XFEFSAL AEEEWHFIT, MaEFIHEALXELRLEME.

THEHAE E SSL & W w4, 445 SSL1. 0, SSL1. 1. SSL1.2 %, (324t
B3t E N E)

FHFSSHmEFF. sqlplus AMFIT, mysql TEAH Fit, HRELIAH
BRI AW F It

*XFEXHRAERE . BEEL. FTER. REERE. PHTK (EETH .
PATHK. BRB\BEFA L. Lh 4. B/EW IP. B/ BHEE . JE/B B MAC.
EPMENL., BFWRE. B RRERGA- 4. BEXE, BERE,
*. FE&, BEEE, 2% ID, BERESE 2T MEHEUEHTFT. (Rt
BEHmENE)

XAHEERER, k. WH. &5, FHLES AN REAFE SAL RIFF
it

ARFERERFWTHEENERLT, XFX SQL Server M By &it, 7
ERFHABEERT, BERGA 4. BERGENLFANGEL,

XEERKBEERGFI, AN ERBREEF 20 FFVEEFIT, FitdE
FEST

SFFRAE SR B SQL i R LR E RPATRA . FUTH K, BETH. LE
TE. ERENEFE LW T,

XFFFBEAT e, XFEREFF IP. KT, E 3w THE4 . B E . &7 35 MAC,
FHA. BEEREEFHEANAATHEL . FTRERF I ZHPLEEMH.
TEBEERFERART LRGN, FHRAREFETIHHNE.

BT R & “FHREX” § “SIREX” . ANEXTHE—2FEREE
FELHT, AR EMBRETTE. TR FE R 0§ R
FELHT, JR TP #1Eeh A i K BB [T .

SRR AR AT A 1L 6 /N B BR 1B AT A S T BT B BT F 3t
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HRE mEAE)
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%, RUEREFPENE)

XFEEEARIINASAN, AREX—FERNEETATFI, ESEET
WRMIEAFIRATANF T EE., EREREFIELE)

XHEZEENSIF AN,

XEFE 24 /MR RNEEZXTRFL IR ORI REATE
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o
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AR
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7 4

AANERREKERE, T AHRI N 5T+ HEEN R F A HRIER
A, #THRBFERANNE L, XFBREEERL, XFEAFERBEAE
ERTPHEREKE, XHFERXHRAN, TREEETFHEEREXY. &
REE (R R BWEUREKRE) ARG R (FlE TR, 7 [F IP. & 7 35 MAC,
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ETABELEXRERA, REREGACERED REAL, ik =2 LR R
FHAE. (REKEFMENE)

i
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